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Agenda

» Information Age and New Business Risk Component

» Info Risk Impacts

» Info Risk
» Attributes
» Equation
» Lifecycle
» Composition
» Dynamism
» Source
» Reason
» Evolution

» Info Risk Governance, Management and Assessment

» Info Sec Control Maturity
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Information Age

Connectivity, Capillarity and Exposition

» Internet 1967 » Internet 2006



4 Marcos Sêmola - 2006
www.semola.com.br

New Business Risk Component

Information Risk
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Info Risk Impacts

Business Perspective Levels
» Money Loss

» Opportunity Loss

» Liability
» Financial Fraud
» Legal Penalty
» Reputation Waste
» Identity Theft
» Client Data Privacy Loss
» Regulatory Non Compliant
» Downtime
» Time-to-Market Loss
» Unauthorized Access
» Business Secret Loss
» Productivity Loss
» Natural Catastrophes
» Terrorist Attacks

» Sarbanes Oxley Act
» Civil Contingencies Act 04
» FOIA
» EU Risk
» Basel II Principals
» MiFID
» FSA Handbook
» Prudential Handbook 
» Companies Act
» NISCC
» HIPPA
» …



6 Marcos Sêmola - 2006
www.semola.com.br

Info Risk Impacts

Real Examples
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Info Risk Impacts

Real Examples



8 Marcos Sêmola - 2006
www.semola.com.br

Info Risk Impacts

Real Examples
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Info Risk Impacts

Real Examples



10 Marcos Sêmola - 2006
www.semola.com.br

Info Risk Attributes

Triangle of Risk

InfoInfo

Confidentiality

Integrity

Availability
Pe
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Info Risk Equation

Variables of risk

Threats x Vulnerabilities

Risk = ------------------------------------------ x         
Countermeasures

Threats x Vulnerabilities

Risk = ------------------------------------------ x         
Countermeasures

Asset
Value

Risk Dimentions
• Inherent Risk
• Present Risk
• Residual Risk
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Info Risk Lifecycle

Dynamic flow

Vulnerabilities

Confidentiality
Integrity

Availability

Assets

RisksRisks

Countermeasures
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Info Risk Composition
TH

RE
AT
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SE
TS

PHYSICAL
• fire
• network
• blackout
• flood

TECHNOLOGICAL
• virus
• bug software
• web penetration
• tech fail

HUMAN
• sabotage
• fraud
• human error
• neglect

VULNERABILITIES

PHYSICAL
• diary
• data centre
• safe
• locker

TECHNOLOGICAL
• application
• e-mail
• server
• notebook

HUMAN
• employee
• partner
• secretary
• porter

INFORMATION
PROCESSES

Manipulation Storage Transport Discard
Business

PR
OC

ES
S
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Info Risk Dynamism

THREATS explore 
VULNERABILITIES
present on ASSETS

that keep INFORMATION, 
generating RISK and potential

IMPACTS on BUSINESSES that can
be mitigated by

COUNTERMESURES
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Info Risk Sources

Research
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Info Risk Reasons

Research
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Info Risk Evolution 

Tech Perspective



18 Marcos Sêmola - 2006
www.semola.com.br

Loss Sources through Info Risk
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Wrong Risk Approach Effect

Non integrated risk management view
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Info Risk Governance Approach

Corporate View

IT GOVERNANCE
INFOSEC 
GOVERNANCE

C-LEVEL BOARDGOVERNANCE

AUDIT

CORPORATE
GOVERNANCE

CHECK

PLAN
DO

ACT
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Business Priorities

Gartner Research
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Info Risk Management Approach Comparison

Tech vs. Business Perspectives

» “We want to prevent attacks from 
succeeding”. With this approach, to be 
secure means to be invulnerable.

» An incident is any loss of 
confidentiality, integrity or availability.

» You look at a piece of data and think: Is 
it confidential, has it got integrity, is it 
available?

» “We want to guarantee that our 
business goals are met”. With this 
approach, to be secure means to be 
reliable, despite attacks, accidents and 
errors.

» An incident is a failure to meet a 
security objective resulting from 
accidents, errors or attacks.

» You look at a piece of data and think: 
What properties of this data must be 
protected for it to have business value?

Business OrientedTech Oriented
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Info Risk Management Focus 

Business Oriented

» Business Objectives – Fundamental to the 
existence of an organization. Resilience 
depends on security objectives.

» Security Objectives are derived from business 
objectives and specify the goals of the ISM.

» Security Targets measure the achievement of 
security objectives in business terms.
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Business Risk Level vs. Infosec Investment

Approach balanced and compliant with business nature
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Info Risk Management System by ISO17799

Risk Management
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Info Risk Management based on ISO Guide 73

Risk Governance

Risk Analysis
Risk Criteria

Risk Assessment

Risk Mitigation Risk Acceptance

Risk Index

Not Acceptable Acceptable

Interested Parties Stakeholders

Probability Event Consequence

Definitions

Risk Communication
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Info Risk Assessment based on ISO 13335 
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Info Risk Management Approach

Business Decision

AVOIDNO REJECT

RISK
Risk for the business strategy or countermeasure cost  unacceptable

RETAINYES ACCEPT
Risk profile acceptable for the business nature

MITIGATE CONTROLS

TRANSFER

EXPLORE

Adjust or diversify the risk based on the business sensibility and tolerance

Delegate the risk to another company through payment

Take advantage of the risk based on the competitive advantage
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Info Risk Evaluation

Risk Qualification

Information
Risk RiskRisk

Relevance (1-5)

Probability (1-5)

Severity (1-5)

InfoSec CONTROLS must be based on Risk Prioritization
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InfoSec Control Maturity

Maturity Model
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InfoSec Maturity Growing

Profiles of Risk Management

InfoSec
Level

Time

Acceptable Risk Level

Non structured
Process

Reactive
Profile

Structuctured
Process

Maturity
Growing
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Info Risk Governance Concept

Key Message

What you can’t control 
you can’t MEASURE.

What you can’t 
measure you can’t 

MANAGE.

What you can’t manage 
you can’t IMPROVE.
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Manage Info Risk is…

Know all info risk relevant aspects
(people, tech and process)

Maintain and be aligned with
an integrated vision of risk management

Evaluate risk situations to priorize
and balance countermeasures

Be ready to manage crisis situations to
mitigate business impacts

Trust that behavior is an inportant
source of risk and also solutions

Forecast potential cenarios of risk to
dimention proative investments
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Thank you.

Marcos Sêmola, CISM
marcos@semola.com.br
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